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1 Introduction

1.1 Scope and Purpose

Cybersafety Family Advice Suite (CFAS) is a collection of cybersafety tools that utilizes
machine learning classifiers and other filters to protect children when using online social
media.

CFAS makes efforts to follow a privacy preserving approach and keep the children fully
aware of what their parents and what the tools can monitor, filter, and analyze about their
online activity. The child is always aware of any information the parent or the tool can have
over his/her activities in online social media. The parent is able to set the settings for the
child’s cybersafety, the parental and backend visibility but the child should give his/her
consent in order to set the settings in operation. The settings the parent sets are sent as
request to the child to accept or decline.

CFAS uses its architecture to spread awareness to the parents and the children about the
various threats they face online. Also, it utilizes the Guardian Avatar approach that provides
a more interactive method to advise the children in a direct and user-friendly manner.

CFAS can accurately detect:

1. Cyberbullying in minor’s Facebook chat

2. Sexual grooming in minor’s Facebook chat
3. Abusive users on Twitter

4. Botaccounts on Twitter

5. Personal information exposure on Facebook
6. Sensitive content in pictures on Facebook

7. Hateful and racist memes on Facebook

8. Disturbing videos on YouTube

CFAS is currently available with Twitter, Facebook and YouTube for the child’s interface.
The currently available settings in the Parental Console are only for Facebook’s online social
platform.

The purpose of this user manual is to guide the users (parents and minors) to install and set
up the CFAS and to explain in a step-by-step notion all the available actions the
minor/parent can take when using the tools.




The manual is consisted of three main sections:
1. CFAS Installation and set-up
2. CFAS Parental Console

3. Browser Add-on with the Guardian Avatar for Children

1.2 Required user knowledge

Any user with basic IT skills and a low level of experience with social media platforms can
use the CFAS tools.

The skill set a parent needs is to be capable to install software on a computer device and be
able to use a Web application through a Web Browser.

For the minor, basic skills in using a Web Browser and Web applications are required.

1.3 Required Device Specifications

1.4 CFAS Compatibility

CFAS installer package is compatible with Windows operating system at the moment.
Versions for Linux and Mac will be available in the near future.

1.5 CFAS Process Overview

1.5.1 CFAS for parents:

CFAS Parental Console offers all the processes for parents which are described in Section
2.2.

The parent must create an account for the Parental Console in order to use all the
functionalities offered by CFAS. Through this account, the parent can configure the settings
and receive notifications about child’s online-activities where danger is detected.

The parent can add the number of children he/she wants under Parental Console account
for whom CFAS will offer safety from online risks. Through this account the level of Parental
and Backend visibility and Cybersecurity level can be configured separately for each child.

It is important for the parent to understand that the options he/she sets for the levels will
be set on operation only if the child gives his/her permission and at any time the child can
erase all the set options (in this case the parent will be notified). By this manner, child’s
privacy is preserved by CFAS.




Some of the functionalities of CFAS Parental Console are only accessible by the parents
when the child has given his/her consent e.g., Details about the wall or the Chat on
Facebook.

For each Parental Console‘s functionality, there is a description in order to let user
understand its results and its purpose.

1.5.2 CFAS for children

All the CFAS functionalities available for the child through the browser add-on with the
Guardian Avatar are descripted in Section 2.3.

There is no need for a child to create an account for CFAS; the parent is responsible to add
the social media accounts of the child under his/her CFAS Parental Console account. As soon
as the parent adds the child under the CFAS Parental Console account and CFAS is installed
on the device of the child then

After setting the Proxy Server in operation, the Guardian Avatar of CFAS will accompany the
child in his/her social media activities.

The Guardian Avatar’s icon will be visible at some place on the child’s screen during the
child is active in social media networks. In cases of detecting an online risk or a suspicious
online activity the Guardian Avatar will notify the child through a pop up bubble and
convince him/her how to react to those events accordingly.

The child through the Guardian Avatar and its settings can find the options set by his/her
parent through the CFAS Parental Console as pending requests and decide to accept/reject
them. In that manner the child is aware about what the parent, the backend can see and the
cybersecurity settings set for his/her account.

Notifications will be sent to the parent and messages will be shown to the child based on the
options set by the parent and agreed by the child.

2 CFAS Processes

This section consists of all the processes and functionalities of CFAS. The processes are
grouped in 3 major subsections:

1. CFAS installation and set-up
2. CFAS Parental Console

3. Browser Add-on with the Guardian Avatar for Children

2.1 CFAS installation and set-up

This section describes the workflow of installing and setting up CFAS in a step-by-step
notion. The installation and set-up must be carried by the parent or the custodian.




The installation process consists of the following three main steps that will be further
explained in this section:

1. Download CFAS installer package
2. Install CFAS on parent device
3. Install CFAS on minor’s device

2.1.1 Download CFAS installer package

1. Visit the following URL:
https://encase.socialcomputing.eu/software and demos

2. Download the file “CFAS.zip” and save it in a folder of your choice

Go to the folder you saved the file

4. Unzip the file by right click on the file and select “Extract to /CFAS”

w

5. Open CFAS folder, you can now see the files listed in the following image

Name Date modified Type Size
Encase_Parental_Console 04/01/2021 1:29 pm File folder
iwp_api 09/02/2021 2:06 pm File folder
mitmproxy 25/01/2021 5:17 pm File folder
pythonCFAS 08/02/2021 6:00 pm File folder
setups 08/02/2021 6:00 pm File folder
installCFAS 10/02/2021 10:10 am Windows Batch File 2KB

2.1.2 Install CFAS on parent’s device

1. Go to the folder “CFAS”
2. Right click on the file “installCFAS.exe” and select “Run as admin”

Name Date modified Type Size
Encase_Parental_Console 04/01/2021 1:29 pm File folder
iwp_api 09/02/2021 2:06 pm File folder
mitmproxy 25/01/2021 5:17 pm File folder
pythonCFAS 08/02/2021 6:00 pm File folder
setups 08/02/2021 6:00 pm File folder

installCFAS 10/02/2021 10:10 am Windows Batch File 2KB




By executing “installCFAS.exe”, it will install all the required software for the CFAS,
beginning with “Microsoft Visual C++".

For each software installation; the installation wizard window will appeared on the
screen, follow the instructions to complete the installation process.

ﬂ Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.610... — X
Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

Ul aniuweu Uy appiiLauie 1aw, Ueopile uis minwauuti, A

e publish the software for others to copy;
o rent, lease or lend the software;
e transfer the software or this agreement to any third party; or

| agree to the license terms and conditions

Install \ Close
3. Check the “I agree to the license terms and conditions” check box
ﬁ‘ Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.610... — X

Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

Ul anuweu Uy appiLauie 1iavw, Uucopile Uis nirnwauui,

e publish the software for others to copy;
e rent, lease or lend the software;

e transfer the software or this agreement to any third party; or

| agree to the license terms and conditions

[ Install ‘ lClose ‘

4. Click on the “Install” button and wait for the installation to be completed (as shown
in the following image).




ﬁl Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.610... - X

Microsoft Visual C++ 2012
Redistributable (x64) - 11.0.61030

Setup Successful

5. Click on the button “Close”

The installation wizard window of Wamp Server will appear on the screen

Select Setup Language

@ Select the language to use during the installation.

\—

1

‘English

6. Selectyour preferred language and click on the “OK” button




@ Setup - Wampserver6d 3.2.0 —

License Agreement
Please read the following important information before continuing.

© -

Please read the following License Agreement. You must accept the terms of this agreement before
continung with the installation.

Each version is given 2 dstinguishing version number. If the “
Ubrary as you received it spedfies that a certain numbered version
of the GNU Lesser General Public License “or any later version”
apples to it, you have the option of folowing the terms and
conditions either of that published version or of any later version
publshed by the Free Software Foundation. If the Library as you
received it does not specify a version number of the GNU Lesser
General Public License, you may choose any version of the GNU Lesser
General Public License ever publshed by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy's public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Ubrary.

(®)1 accept the agreement
Lﬁn 2 nt

ampserver 3.2,0 Instal by Inno Setup

7. Click on the radio button “I accept the agreement” and then click on the button
“Next"

@ Setup - Wampserverdd 3.2.0 -

When you are ready to continue with Setup, dick Next.

Please read the following important information before continuing, ‘ u,
A

— Installation of Wampserver —

BEFORE proceeding with the installation of Wampserver, you must ensure that certain
elements are installed on your system, otherwise Wampserver will absclutely not run, and
in addition, the instaliation will be faulty and you need to remove Wampserver BEFORE
installing the elements that were missing.

Make sure you are "up to date” in the redislributable packages VC9, VvC10,
VC11,VC13, VC14 and VC156

See —- Visual C++ Packages below

- Do not install Wampserver OVER an existing version, follow the advice:

- Install a new version of Wampserver: http /iforum wampserver com'read php?2 123606

If you install Wampserver over an existing version, not only it will not work, but you risk
losing your existing databases,

— Install Wampserver in a folder at the root of a disk, for example C:\wamp or D:
\wamp. Take an installation path that does not include spaces or diacritics,
Therefore, no installation in ¢:\ Program Files\ or C:\ Program Files (x86\

We must BEFORE installing, disable or close some applications:

- Close Skvpe or force not to use port 80 v

Nampserver 3.2,0 Install by Inno Setup

< Back Next > Cancel

8. C(lick on the button “Next”




@ Setup - Wampserver4 3.2.3 —

Where should Wampserver64 be installed?

Select Destination Location h
W

Setup will install Wampserver64 into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| l ‘ Browse...

At least 273.4 MB of free disk space is required.
.3 Install by Inno Setup

Wampsers

<Back |[[ Next> ||| cancel |

9. Choose alocation (folder) to install the WAMP server (or keep the default) and click
on the “Next” button

@) Setup - Wampserver64 3.2.3 - X

Select Components ’U‘

Which components should be installed? ‘ '

Select the components you want to install; dear the components you do not want to install. Click Next
when you are ready to continue.
Note that you have the possibility, after this installation, to add “addons™, i.e. other versions of Apache,

PHP, MySQL and MariaDB.

Custom installation v
/| Wampmanager A
/| Apache 2.4.46
/| PHP 5.6.40 56.1MB

65.9 MB
/| PHP 7.4.9 67.4MB
/| MariaDB 200.4MB
. (@ MariaDB 10.4.13 200.4MB
i (O MariaDB 10.3.23 317.5MB
L. MariaDR 10 § 4 2n 7mr ¥

Current selection requires at least 2.01 GB of disk space.

Wampserver

3 Install by Inno Setup

< Back Next > Cancel

10. Select the latest PHP version available and click on the "Next" button.




& Setup - Wampservertd 3.2.0 -

Select Start Menu Folder
Where should Setup place the program’s shortauts?

©.

v
[Z] Setup wil create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would ke to select a different folder, dick Browse,

&w*.-.

Nampserver 3.2,0 Install by Inno Setup

<sosc|[hots | [ conel

11. Select a start menu folder or keep the default one and click on the “Next” button

@& Setup - Wampserver64 3.2.3 -

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

X
Ready to Install ’ \
Setup is now ready to begin installing Wampserveré4 on your computer. ‘ U '
A~

Destination location:
c:\wamp64

Setup type:
Custom installation

Selected components:
Wampmanager
Apache 2.4.46
PHP 5.6.40
PHP 7.2.33
PHP 7.3.21
PHP 7.4.9
MariaDB

MariaDB 10.4.13
MySQL

MySQL 5.7.31
Applications

PhpMyAdmin 5.0.2

Ademimme A T T

Wampserver 3.2.3 Install by Inno Setup

cms [a]]

12. Click on the “Install” button.




Setup

notepad.exe (The Notepad)
will be used as Text Editor by Wampserver.

Do you want to choose another text editor installed on your

system?
I Yes I No

13. Keep the default browser and text editor for the Wamp sever by clicking “Yes” on
the prompt messages

@ Setup - Wampserverf4 3.2.3 -

Completing the Wampserver64 Setup
Wizard

application may be launched by selecting the installed shortcuts.

‘ u ' Setup has finished installing Wampserveré4 on your computer, The

WampServer Click Finish to exit Setup.

Version 3.0.0 by
Otomatic

Wampserver

3.2.3

<Back Sriem

14. Click on the button “Finish” to start the installment




% Python 3.9.0 (64-bit) Setup — X

Install Python 3.9.0 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

® Install Now
C:\Users\ron\AppData\Local\Programs\Python\Python39

Includes IDLE, pip and documentation
Creates shortcuts and file associations

—> Customize installation
Choose location and features

python
g for Install launcher for all users (recommended)

windows [J Add Python 3.9 to PATH

15. After completing Wamp installation, Python installation wizard will appear. Click on
“Install Now”

The installation should begin as shown in the following image

% Python 3.9.0 (64-bit) Setup - X

Setup Progress

Installing:

Initializing...

python
for
windows




When the installation will be completed as shown in the following image:

% Python 3.9.0 (64-bit) Setup - X
Setup was successful

New to Python? Start with the online tutorial and
documentation. At your terminal, type "py" to launch Python,
or search for Python in your Start menu.

See what's new in this release, or find more info about using
Python on Windows.

® Disable path length limit
Changes your machine configuration to allow programs, including Python, to
bypass the 260 character "MAX_PATH" limitation.

python

for

e ]
windows [ cose |
16. Click on the button “Close”
ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup = X

Welcome to the MongoDB 4.0.5
2008R2Plus SSL (64 bit) Setup Wizard

The Setup Wizard will install MongoDB 4.0.5 2008R 2Plus SSL
(64 bit) on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

RN

17. The installation wizard of MongoDB will appear. Click on the button “Next”




ﬂ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup = X

End-User License Agreement
Please read the following license agreement carefully
Server Side Public License A

VERSION 1, OCTOBER 16, 2018
Copyright © 2018 MongoDB, Inc.

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

TERMS AND CO

[T accept the terms in the License Agreem

18. Check the “I accept the terms in the License Agreement” check box and then click on
the button “Next”

ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup - X
Choose Setup Type
Choose the setup type that best suits your needs

PPPPORRENEENE: will be installed. Requires the most disk space.
Recommended for most users.

. Custom [

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.




19. Click on “Complete” button to install all of the components

ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Service Customization —

Service Configuration
Specify optional settings to configure MongoDB as a service.

|| Install MongoD as a Service
@ Run service as Network Service user

(O Run service as a local or domain user:

Account Name; IMongoDB
Account Password: |
Service Name: |MongoDB

Data Directory: |C:\Program Files\MongoDB\Server\4.0\data

Log Directory: |C:\Program Files\MongoDB\Server\4.0Yog\

20. Select “Run service as Network Service user” and click the button “Next”

ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup =

Ready to install MongoDB 4.0.5 2008R2Plus SSL (64 bit)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Back Qinstal ||| | cancel




21. Click on the button “Install” to start the installation

ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup = X

Installing MongoDB 4.0.5 2008R2Plus SSL (64 bit)

Please wait while the Setup Wizard installs MongoDB 4.0.5 2008R 2Plus SSL (64 bit).

Status:

ot |t

22. Once the installation is completed click on the button “Next”

ﬁ MongoDB 4.0.5 2008R2Plus SSL (64 bit) Setup - X

Completed the MongoDB 4.0.5
2008R2Plus SSL (64 bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel




23. Click on the button “Finish”

24. Atlast, the Parental Console installation is executed by opening a terminal window.

By the end of the installation, two new files and a new folder are created under the CFAS

folder:

a. Run_CFAS-Proxy (file)
b. RunAPIserver (file)
c. child (folder)

As shown in the following image:

/] < | CFAS
“ Home Share View

<« v A > ThisPC > Desktop » CFAS

Name

Date modified

s Quick access

child 0/02/2021 11:10 am
Desktop X X ' -
iwp_api File foldes
v‘ Downloads ) — ~
mitmproxy File folde:
| Documents pythonCFAS
| Pictures setups
child [=] installCFAS s Batch File
el [=] Run_CFAS_Proxy s Batch File
[Z] runAPIserver 3atch File
etc
iwp_api
@ OneDrive
= This PC

¥ Network

Size

2KB
1KB
1KB




25. Copy the “child” folder to a USB or upload it on your online storage (e.g. Dropbox,
OneDrive) to use it for CFAS installation on the minor’s device

26. To confirm the success of the installation visit https://parental console:8080 from
your Web Browser you must see the following screen

27. From this page you must create an account in CFAS Parental Console (explained in
Section 2.2.2.), login to this account (explained in Section 2.2.1.) and add your child
under your CFAS Parental Console account (explained in Section 2.2.3.)

2.1.3 Install CFAS on minor’s device

1. Locate the folder “child” in a location of your preference on the minor’s device

- v Manage g - o X
_ Mome Share View Agphcation Tosls (2]
- - A > ThaPC > Desitop » CRAS » child v O h chid
o Quick accens
@ pythear35.1-amatd
B Desktcp * pythe
requiremnents /2 F ext Documer
& Dowricads o (= Set_on Child 240072021 1215 pm Windows Batch Fle 1X8
s Documents * m_;to-y_host'k et Brane PvCha
= Putures .
chid
Cyprotam

o
Petros Papagiannis

@ OneDrrve

3 Ths PC

b Netacc

dzems  1itemn selected 133 bytes -

2. Right click on the file “Set_on_Child.exe” file and select “Run as admin”. First, a
terminal window will open, and ‘Python’ installation will start.




B Select C:\Windows\system32\cmd.exe

3. Click on “Install now”

G» Python 3.9.0 (64-bit) Setup

Install Python 3.9.0 (64-bit)

L_/ Select Install Now to install Python with default settings, or choose

Customize to enable or disable features.

® Install Now

artcute and file accociatione

—> Customize installation

and features

python

M Install launcher for all users (recommended)

W| nd( WS [J Add Python 3.9 to PATH Cancel

4. Python setup will start




& Python 3.9.0 (64-bit) Setup — X
Setup Progress
Installing:
Initializing...
python
. for
windows Cancel

5. After the installation is finished, click on “Close”

% Python 3.9.0 (64-bit) Setup - X

Setup was successful

New to Python? Start with the online tutorial and
documentation. At your terminal, type “py” to launch Python,
or search for Python in your Start menu.

See what's new in this release, or find more info about using
Python on Windows.

® Disable path length limit
Changes your machine configuration to allow programs, including Pythen, to
bypass the 260 character "MAX_PATH" limitation.

python
for
windows [ Gose

6. Then a terminal window will open to set the settings for the minor’s device




B C\Wndows\system32\cmd.exe - 0 X l

7. To confirm the success of the installation, the Guardian Avatar icon must appear on
the screen when the minor is logged in to their account in Facebook, Twitter, and

YouTube. * This requires Step 27 from Section 2.1.2.




2.2 CFAS Parental Console

This section describes all the actions a parent can take through the Parental Console.

2.2.1 Login
To Log in to the CFAS Parental Console:

1. Visit url: https://encase-proxy.socialcomputing.eu:8090

@ Cyber Safety Family Advi_x

€ cflo & encaseproxy.socialcomputing.eu:8090 Qv @

i Apps.

Cyber Safety Family
Advice Suite

Parental Console

Sign in to start your session

Username

Password

Login

Select Language
glish = ENnvikd

1 forgot my password
Create Account

2. Enter username and password

@ Cyber Safety Family Advic x [
&€ 5 C O & encaseproxy.socialcomputing.eu:8090 e v @

3 Apps

Cyber Safety Family
Advice Suite

Parental Console

Username

Password

Select Language

English = EMnvika

I forgot my password
Create Account




3. Click on Login button.

@ Cyber Safety Family Advic x [

€ 5 C O @& encaseproxysocialcomputing.eu:8090 Qax @ :

# Apps.

Cyber Safety Family
Advice Suite

Parental Console

Signin to start your session

Username

Password

Select Language
English EESIIVGVIS

I forgot my password
Create Account

4. C(Click on “Dashboard”

@ Cyber safety Family Advic x [
€ C O & encase-proxy.socialcomputing.eu:8090 o a % @ i

i Apps

Cyber Safety Family
Advice Suite

Parental Console

Sign in to start your session

Welcome John Papagiannis, You have
successfully logged in!

Clickto_Logout

Or Go to @ Dashboard

2.2.2 Parent Account Registration:

1. Visiturl: https://encase-proxy.socialcomputing.eu:8090/




@ Cyber Safety

€ > C 0 f| & encaseproxysocialcomputing.eu:8090 @« @ :

# Apps.

Cyber Safety Family
Advice Suite

Parental Console

Signin to start your session

Username

Password

Select Language
nglish = EMnvika

Iforgot my password
Create Account

2. Click on “Create Account”

@ Cyber Safety Family Advic x [iRS

€ 5 C 0 & encaseprowysocialcomputing eu:8050 Qax @ :

i Apps

Cyber Safety Family
Advice Suite

Parental Console

Sign in to start your session

Username

Password

Create Account




3. Fill the required fields.

@ Cyber Safety Family Advi. x [Eg
€ co e N —_—

3 Apps.

Cyber Safety Family
Advice Suite

Parental Console

Register to start.

First Name :*
Geor

Last Name :*
Papadopoulos
User Name :*

George123

Ex-anderson@gmail.com

Password :*

Re-enter Password :*

Reset | Next

4. C(Click “Next”

@ Cyber Safety Family Advic x [ES
€ 5 C O & encase-proxysocialcomputing.eu:8090/en/register.php Qan @ :

3 Apps.

Cyber Safety Family
Advice Suite

Parental Console

Register to start.

First Name :*

Last Name :*

User Name :*




5. Fill the require fields*

[ @iz
€« >co s i php - a % ® :

i Apps

Cyber Safety Family
Advice Suite

Parental Console

Register Your Child

Kid Name :*

Last Name: *

p

Email :*
Ex-anderson@gmail.col
Child Facebook Url '

http:
Child Twitter Url :

https://twitter.com/ENCAS|

Reset | Save

6. Click “Save”

JORSE TR
€« > Cco a php > @ % ® :

i Apps

Cyber Safety Family
Advice Suite

Parental Console

Register Your Child

Kid Name :*
George

Last Name: *
P

Email :*
Ex-anderson@gm

Child Facebook Url

https://www.facebook.com/ENCASE.H2

Child Twitter Url :*

Resetff Save




2.2.3 LogOut

1. Click on “Logout”

@ Encase| Parental Console x [
& > C O & encase-proxy.socialcomputing.eu:8090/en/home.php Qx @ :
H Apps
ParentalConsole
JP John Papagiannis Dashboard control panel @ Home  Dashboard
& Ata glance: See what the children have accepted Add hew Child
¥ Quick Flag
FlagFor:| Choose one of the following... ~
Message
Send ©

Cookie Policy

2. C(Click on “Logout”

@ Cyber safety Family Advic x |3

€ 5 C O & encaseproxysocialcomputing.euB090 - a % @ i

H Apps

Cyber Safety Family
Advice Suite

Parental Console

Sign in to start your session

Welcome John Papagiannis, You have
successfully logged in!

Chckl Logout

Or Go to @ Dashboard




2.2.4 Add anew child
Starting from the dashboard page:

@ Encase] Parental Console x [
a « @

€ 5 C O @ encaseproxysocialcomputing.eu:8090/en/home php

i Apps
ParentalConsole =

Dashboard

JP John Papagiannis Dashboard conol parel @ Home

& Ataglance: See what the children have accepted Add new Child

& Quick Flag

 Children

(3

FlagFor:| Choose one of the following... ~

Message

Send ©
Cookie Policy
: ‘ 147
1. Click on ‘Add new Child
@ Encase] Parental Console x [
€ C O & encaseproxy.socialcomputing.eu8090/en/home.php Q% @ :
i Apps
0
o

ParentalConsole =

Jp  ohnPepagiannis Dashboard coniol panel

& Ata glance: See what the children have accepted

@ Dashboarc

¥ Quick Flag

 Children

FlagFor:| Choose one of the following

Message

Send ©

Cookie Policy




2. Fill the required fields *

«sco e i php - a % ® :

i Apps

Cyber Safety Family
Advice Suite

Parental Console

Register Your Child

Kid Name :*
George

Last Name: *

Child Facebook Url :*
https://www.facebook.com/ENCASE.H2

Child Twitter Url
https://twitter.com/ENCAS|

Reset | Save

3. Click on “Save”

I @ crorsatey iy i
€« >co a pho - Q% ® :
i Apps

Cyber Safety Family
Advice Suite

Parental Console

Register Your Child

Kid Name :*

Last Name: *
P

Email :*
Ex-anderson@gmail.com

Child Facebook Url :*
https://www.facebook.com/ENCASE.H2

Child Twitter Url :*

Resef]  Save




2.2.5 Child’s Account Cybersafety Options

2.2.5.1 Find Options for a social media account

1. Click on ‘Children’ from the left side menu

@ Encase] Parental Console x [iE3

<« C 0 @ encase-proxy.socialcomputing.eu:8090/en/home.php Q % o H

s

ParentalConsole

John Papagiannis

JP Dashboard control parel

@ Home ~ Dashboard

& Ata glance: See what the children have accepted Add new Child

I  children ¥ Quick Flag

FlagFor:| Choose one of the following

rom

Message

Send ©

Cookie Policy

2. Select the child’s name you want to find the options for e.g. Peter

<« C O & encase-proxy.socialcomputing.eu:8090/en/home.php e w @
i Apps

ParentalConsole =

John Papagiannis

Jp Dashboard conolpanel

& Ataglance: See what the children have accepted Add new Child
@ Dashboa

 Children v ¥ Quick Flag

@ Home ~ Dashboard

FlagFor: | Choose one of the following.

From

Message

Send @




3. Select the social media account from the list you want to see the options

@ Encase| Parental Console x [
Qa « @

« > C 0 &
i Apps

1

P

ParentalConsole =
@ Home Dashboard

Jp o Papegiannis Dashboard contol pane
& Ata glance: See what the children have accepted Add new Child

® Das
# Children ¥ Quick Flag
FlagFor:| Choose one of the following... ~
From
Message

Send ©
2.2.5.2 Set options for Facebook
1. From the left menu under the child options, select “Facebook”
@ Encase| Parental Console x RS
e > C o0 a php Qv @

ParentalConsole =

@ Home ~ Dashboard

Jp  onnPepagiannis Dashboard contol parel
& Ata glance : See what the children have accepted Add new Child

@ Dashboay

# Children 3 Quick Flag

FlagFor:| Choose one of the following
o

Message

Send ©




”m

2. Select “Options for ‘Childs name’”(e.g. Options for Peter)

@ Encase| Parental Console x |8

« C O & encaseproxy.socialcomputing.eu:8090/en/home.php Q% @ :

i Apps

ParentalConsole = oo

Jp  JonnPepegiannis Dashboard coniol parel St o

& Ataglance : See what the children have accepted Add new Child

* Children & Quick Flag

@ Da:

FlagFor: Choose one of the following... ~

Message

Send ©

3. See the options for Facebook

@ Cyber Safety Family Advic x [iIS

€ 5 C O & encaseproxysocialcomputing.eu:8090/en/options php2childid=1 o @ :

i Apps

ParentalConsole =

Jp  nmPepesann Peter Options @ Home - Options

Parental Visibility Add new child

Through the Parental Visibility options, Cyber Advice Sui what the parent can see, while enabling various .
levels of monitoring for parents with the consent of the child Quick Flag

FlagFor: Chc one of the following.

Back-end Visibility Level

Message

Through the Back-end Visibility options, the console offers options about what the parent can send to the Back-End, in order to help it be more
accurate in the future with the consent of the child through these options.

CyberSafety Level

Send©

The parent will be able to select the Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what
the Intelligent Web-Proxy will filter, replace, encrypt or watermark respectively

2.2.6 For Parental Visibility Options: To Show/Hide/Edit current options

These options set what content/information a parent can see about the child’s Facebook
account.




To show current options:

1. Click on ‘Show’

@ Cyber Safety Family Advic x

|

< c o hp2childid=1

i Apps

ParentalConsole

P John Papagiannis Peter Options

Parental Visibility

Through the Parental Visibility options, Cyber Safety d
wiar parents with the consent of the child

end Visibility Level

Back-end ptions, th I
he future with the consent of the child through these options.

CyberSafety Level

The parent will be
the Intelligent Web-Proxy willfilter, replace, encrypt or watermark respectively

what the parent can see, while enabling various

@ Home ~ Options

Add new child

= QuickFlag

FlagFor: re of the following... ~

Message

what the parent can send to the Back-End, in order to help it be more

Send ©

the Level of G y of the child as well, ptions let the parent decide what the child will see and what

2. See the current options and their state appearing on the right

In the example you can see that the child has not approved the parental visibility options yet

@ Cyber safety Family Advic x (S

< c o a =1

1 Apps

ParentalConsole =

JpP John Papagiannis Peter Options

Parental Visibility

what

a v @

|

@ Home ~ Options.

Add new child

Through the Parental Visibility options, Cyber Safety Famil
levels of monitoring for parents with the consent of the child

ma

Back-end Visibility Level

accuratein ofthe child through P

CyberSafety Level

the Intelligent Web-Proxy will filter replace, encrypt or watermark respectively

B m;

Quick Flag

‘The Child has not APPROVED the
Parental Visibility Options yet . FillgFor: e one of the following... ~

Through the Back-end Visibility options, the console offers options about what the parent can send to the Back-End, i order to help it be more

Send©

The parent will be able to select the Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what




To hide the current options:

1. Click on ‘Hide’

@ Cyber Safety Family Adv +
<« c o & phpi = ax @

i Apps

ParentalConsole

John Papagiannis Peter Options @ Home - Options.

Parental Visibility Add new child

, Cyber Safety Famil i hat the parent can see, whil ing: -
the consent of the child Quick Flag
The Child has not APPROVED the
Parental Visibility Options y Flag For: the followin -

nd Visibility Level

Message

Back-end Visibility options, the console offers options about what the parent can send to the Back-End, in order to help it be more
\e future with the consent of the child through these options.

CyberSafety Level

Send ©

The parent will be able to select the Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what
the Intelligent Web-Proxy will filter, replace, encrypt or watermark respectively

To edit the current options:

1. Click on ‘Edit’

@ Cyber Safety Family Adv
co a a « @

50
ParentalConsole =
P John Papagiannis Peter Options oy
o _ollalRn dd 'Id
Parental Visibility Add new chi
Through the Parental Visibility options, Cyber Safety Family Advice what the parent can see, ing variou
levels of of the child Quick Flag
FlagFor: ¢ re of the followir -
Back-e lity Level
Message
Through the Back-end tions, the console offers options about what the parent can send to the Back-End, in order to help it be more:
accuratein the future wi sent of the child through these options.
how
Send©

CyberSafety Level

‘The parent will be able to select the Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what
the Intelligent Web-Proxy will filter, replace, encrypt or watermark respectively




2. Click on the Level # to see details about the specific level

€ 5 C O & encaseproxysocilcomputing.eu:8090/en/options phpchildid=1 Q %

@ Encase| Parental Console x Y

Apps

Parental Visibility

Visibility Level : 1
This s the lowest lever of Parental Visibility. In ion is selected, then the custodian will
not be able to see any data regarding the On(ffie fWork activity and traffic of the child
(Facebook wall, Facebook chat, Friends, Photos). odian will only receive notifications
through the Parental Console regarding the mali vity detected, i.e.,'Cyberbullying
detected'.

3. Click on the check box to select an item from the list

@ Encase] Parental Console x [

¢ C O @ encase-proxy.socialcomputing.ev:8090/en/options.phpZchildid=1 )

Apps

Parental Visibility x

Level 2
v

Visibility Level : 2
This is the medium Parental Visibility. In case this option is selected, then the custodian will be
able to see some data regarding the Online Social Network activity and traffic of the child
(Facebook wall, Friends, Photos). The custodian will receive notifications through the Parental
Console regarding the malicious activity detected, along with some details about the perpetrator.
For example the notification will be: "Your child had a conversation with <> and ENCASE detected
', but the custodian will not be able to see the content of the conversation.

Flicebook Wall

Friends

Facebook Notifications
Facebook Photos.

Facebook About




@ Encase| Parental Console x |8
c oo @ ax @

Apps

Parental Visibility

Visibility Level : 2

This is the medium Parental Visibility. In case this option is selected, then the custodian will be

able to see some data regarding the Online Social Network activity and traffic of the child

(Facebook wall, Friends, Photos). The custodian will receive notifications through the Parental

Console regarding the malicious activity detected, along with some details about the perpetrator.
8 e notification will be: "Your child had a conversation with <> and ENCASE detected

Cyberbullyingll but the custodian will not be able to see the content of the conversation.

| Facetiok Wall

bok Friends
Facebook Notifications
Facebook Photos

Facebook About

4. Click on ‘Save Changes’ to set the selected options

@ Encase| Parental Console x [EQ

¢ C O & encase-prowy.socialcomputing.eu:8090/en/options.php?childid=1 )

Apps

Parental Visibility

Level 2
v

Visibility Level : 2
This is the medium Parental Visibility. In case this option i selected, then the custodian will be
able to see some data regarding the Online Social Network activity and traffic of the child
(Facebook wall, Friends, Photos). The custodian will receive notifications through the Parental
Console regarding the malicious activity detected, along with some details about the perpetrator.
For example the notification will be: 'Your child had a conversation with <> and ENCASE detected
Cyberbullying! but the custodian will not be able to see the content of the conversation.
| Facebook Wall

Facebook Friends

Facebook Notifications

Facebook Photos

Facebook About




2.2.7 For Backend Visibility Level Options: Show/Hide/Edit current options
These options set what content/information can be sent to Backend about the child’s
Facebook account.

To show current options:

1. Click on ‘Show’

Activities @ Google Chrome ~ Aeu10:120

@ Cyber Safety Family Advic x

<« c o & hp2childid=1 Qax @

H Apps

ParentalConsole

John Papagiann 0
Jp john Papagiannis Peter Options @ Home  Option:

Parental Visibility Add new child

Through the Parental Visibility options, Cyber ly Advice what the parent can see, while enabling various
levels of monitoring for parents with the consent of the child Quick Flag

FlagFor:

Back-end Visibility Level

O 3 ibout what the parent can send to the Back-End, in order to help it be more
accurate in the child through

Message

Send @
afety Level

ill be able to select the Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what
t Web-Proxy wilflter, replace, encrypt or watermark respectively

2. See the current options on the right side

@ Cyber Safety Family Advic x |8

<« C O @ encase-proxy.socialcomputing.eu:8090/en/options.php?childid=1 Qa v @

i Apps

ParentalConsole =

Jp John Papagiannis Peter Options Oe e

Parental Visibility Add new child

r dy hat the p: see, g variou:

Through the Parental y options, Cybs
levels of monitoring for parents with the consent of the child

m
Flag For e of the followin

Back-end Visibility Level

Through the Back-end Vi ptions, the Back-End, in order to help it be more
accurateiin tf i the child through Pt

m o

CyberSafety Level

& Quick Flag

The Child has not APPROVED the
Parental Visibility Options yet .

Send ©

The parent will be. the Level of Cy the child as well, pions let the parent decide what the child will see and what
the Intelligent Web-Proxy willfilter, replace, encrypt or watermark respectively




To hide current options:

1. Click on ‘Hide’

@ Cyber Safety Family Adv
€ > Cco a hp2childid=1 a w @

Pps

ParentalConsole

Jp John Papagiannis Peter Options @ Home ~ Options

Parental Visibility Add new child

Through the Parental y options, Cyber Safety what the parent can see, while enabling various
levels of monitoring for parents with the consent of the child % Quick Flag

FlagFor: Choose one of th g ~

Back-end Visibility Level

isibility options, t what the parent can send to the Back-End, in order to help it be more-
accurate in the futule with the consent of the child through these options.
The Child has not APPROVED the
Parental Visibility Options yet
Send©@
1t will be the Level of ) the child as well. pt let the parent decide what the child will see and what
gent Web-Proxy will filter, replace, encrypt or watermark respectively
1. Click on ‘Edit’
@ Cyber Safety Family Adv:
<« cC o @ hp2childid=1 Q % .
H# Apps
ParentalConsole -
Jp John Papagiannis Peter Options OlEm G
q
Parental Visibility Add new child
Through the Parental y options, Cyber ty d hat the parent can see, g variou: N
levels of monitoring for parents with the consent of the child % Quick Flag
(o]
Flag For one of the following... ~
.
Back-end Visibility Level
Through the " R the Back-End, in order to help it be more
accurate in fle child through P
Send @

The parent will be able
the Intelligent Web-Prof

e Level of CyberSafety of the child as well. These options let the parent decide what the child will see and what
v, replace, encrypt or watermark respectively




2. Click on the Level # to see details about the specific level

@ Encase] Parental Console x [iEQ

<« cC o &
i Apps

Back-end Visibility

Back-end Visibility Level : 1
This s the lowest level of the Back-End visibiljp# s option, nothing is sent to the Back-End
regarding the Facebook wall ,photos ,notif fiends of the child

3. Click on the check box to select an item from the list

@ Encase| Parental Console x |3
« C O & encaseproxy.socialcomputing.eu:8090/en/options.php?childid=1

i Apps

Back-end Visibility

Back-end Visibility Level : 2

In this level the parent allows the console to send data to the Back-End regarding the Facebook

wall, friends wall and friends of the child. The parent will be able to select the things that he
gsend. Also the parent will choose to send the data anonymously or not.

cebook Wall Send Data :
L ebook Friends °Anonymously Non-Anonymously
Facebook Notifications
Facebook Photos
Facebook About

Facebook Chat




@ Encase] Parental Console x [EQ

< C 0 & encaser a @

Apps

Back-end Visibility

Level 2

Back-end Visibility Level : 2
In this level the parent allows the console to send data to the Back-End regarding the Facebook
wall, friends wall and friends of the child. The parent will be able to select the things that he
wishes to send. Also the parent will choose to send the data anonymously or not.

onymously  Non-Anonymously

Facebook Notifications
Facebook Photos
Facebook About

Facebook Chat

4. Click on ‘Save Changes’ to set the selected options

@ Encase| Parental Console x [iES

<« C O @ encase-proxy.socialcomputing.eu:8090/en/options.php2childid=1 a v @

i Apps

Back-end Visibility

Level 2
-

Back-end Visibility Level : 2

In this level the parent allows the console to send data to the Back-End regarding the Facebook
wall, friends wall and friends of the child. The parent will be able to select the things that he
wishes to send. Also the parent will choose to send the data anonymously or not.

Facebook Wall Send Data :

Facebook Friends °Anonymou$ly Non-Anonymously
Facebook Notifications

Facebook Photos

Facebook About

Facebook Chat




2.2.8 For Cybersecurity Level Options: Show/Hide/Edit current options
These options set the content CFAS will filter/encrypt/encode for the child’s Facebook
account.

To show the current options:

1. Click on ‘Show’

@ Cyber Safety Family Advic x |8
€« C O @ encase-proxy.socialcomputing.eu:8090/en/options.phpZchildid=1 Q% @ :

i Apps

ParentalConsole

Jp John Papagiannis Peter Options @ Home ~ Options

Parental Visibility Add new child

Through the Parental Visibility options, Cyber Safety Famil i i pi see, -
p for parents with the consent of the child = Quick Flag

m Flag For: e of the f

end Visibility Level

Message

e Back-end ptions, to the Back-End, in order to help it be more
the future with the consent of the child through these options.

CyberSafety Level

Send @

The parent will be the Level of Cy the child as well. ptions let the parent decide what the child will see and what
the Intelligent Web-Proxy will filter replace, encrypt or watermark respectively

o Il

2. See the current options on the right

@ Cyber Safety Family Advic x i3
<« c o a ptions.php Qa « @

i Apps

ParentalConsole =

Jp John Papagiannis Peter Options @ Home ~ Options

Parental Visibility Add new child

Through the Parental ity options, Cyber Safety i i pi see, -
levels of monitoring for parents with the consent of the child % Quick Flag

m
Flag For of the following... +

Back-end Visibility Level

Message

Through the Back-end ptions, hat the parent can send to the Back-End, in order to help it be more
accurate i the future with the consent of the child through these options.

B m

CyberSafety Level

Send©

The parent will be the Level of Cy the child as well. ptions let the parent decide what the child will see and what
the Intelligent Web-Proxy will filter replace, encrypt or watermark respectively

m The Child has not APPROVED the
CyberSafety Options yet.




To hide the current options:

1. Click on ‘Hide’

@ Cyber Safety Family Adv
« > Cc o0 a - a « @

Apps

ParentalConsole

P John Papagiannis Peter Options @ Home ~ Options

Parental Visibility Add new child
Through the Parental Visibilty options, Cyber Safety Family Advi i what the parent can see, while. ariou -
levels of monitoring for parents with the consent of the child & Quick Flag

Back-end Visibility Level

Message

Through the Back-end y opt hat the parent can send to the Back-End, in order to help it be more

ofthe child through P

Send @

the Level of Cy the child as well. ptions let the parent decide what the child will see and what
Proxy willfilter, replace, encrypt or watermark respectively

m The Child has not APPROVED the
CyberSafety Options yet.

the Intelligent Wel

To edit the current options:

1. Click on ‘Edit’

€ 5 C 0 & encaseproxysocialcomputing.ey:8090/en/options phprchildid=1 )
i Apps
ParentalConsole = a
Jp Sk CaPaIe S Peter Options @ Home - Options
Parental Visibility Add new child
Through the Parental Vil ions, Cyber Safety Family Advice Suite offers opt tthe p see, -
levels of monitoring for parents with the consent of the child Quick Flag

Flag For ose one of th

Back-end Visibility Level

Through the Back-end Visibility options, ti ‘what the parent can send to the Back-End, in order to help it be more
accuratein the consent of the child throug] pti

CyberSafety Level

Send©

The parent will be able to select the Level of Cy the child as well. The let hild will see and what




2. Click on Level # to see the details about a specific level

@ Encase| Parental Console x [

C (0 @ encase-proxy.socialcomputing.eu:8090/en/options.phpchildid=1 a « @

Apps

CyberSafety

Security Level : 1

This s the lowest level of security. It will only push notifications to the by
means that the Intelligent Web-Proxy will detect the suspicious activi
picture or replace the text and it will only push the appropriate notificati
on that will only warn the user about the activity detected.The parent wil
he wants to get notifications for

Sexual Grooming Hate or inappropriate speech

Distressed Behavior

3. Click ‘Save changes ‘ to set the options

@ Encase] Parental Console x [iEQ

< C 0 & encaser a @

Apps

CyberSafety

Level 2
v

Security Level : 2

Based on the options of the parent, this level of security allows the parent to select what will be

replaced, filtered or encrypted before it reaches the browser of the user. For example: the parent
will be able to encrypt sensitive images but only notify the user by the use of notifications about
cyberbullying detection

Sexual Grooming Hate or inappropriate speech Cyberbullying

Distressed Behavior




2.2.9 See details for child’s Chat on Facebook
1. Click on “<Child’s name> Chat” e.g. “Peter’s”

@ Encase] Parental Console x [iES
<« C O @ encase-proxy.socialcomputing.eu:8090/en/home.php Qx @ :
HE Apps
=
ParentalConsole = Jas
Jp  JonnPepegiannis Dashboard conolpanel @ Home - Dashboard
& Ataglance: See what the children have accepted Add hew Child
@ Dashboai
 Children v & Quick Flag
FlagFor: Choose one of the following.
From
Message
Send ©
Pr 1
- )
2. Child’s Facebook Chat
@ Cyber Safety Family Advic x [IES
€ 5 C O @& encase-proxy.socialcomputing.eu:8090/en/chat.php2childid=1 o v @ i
i Apps
256
ParentalConsole - Py
J P John Papagiannis Peterls Facebook Chat @ Home  Chat

Recent Add new child

¥ Quick Flag

FlagFor:  Choose one of the following

Message

Send @




2.2.10 See details for child’s Wall

1. Click on “< Child’s name> Wall” e.g. “Peter’s”

@ Encase| Parental Console x |8
« C O & encaseproxy.socialcomputing.eu:8090/en/home.php

i Apps

ParentalConsole

Jp  JonnPepegiannis Dashboard contol parel

& Ata glance : See what the children have accepted

 Children

O Options for Peter

@ Home  Dashboard

Add new child

& Quick Flag

FlagFor: Chc

Message

Send ©
P 1
. .
2. See the child’s wall details
@ Cyber Safety Family Adv
« C O @ encase-proxy.socialcomputing.eu:8090/en/wall phpchildid=1 Q% @ :
i Apps.
ParentalConsole =y
J P John Papagiannis Peterls Facebook Wall @ Home  Wall
q
News Feed Add new child
SPORT 24 and Oneman shared a link.
¥ Quick Flag
FlagFor: Choose one of the follow v
Message
onemangr
Tiari o KohopBia-Ayyia elvat 630 To Mouvridh
To anapaitnTo Kelpeviké VAR yia ta pats tng xeowvig nuépag.
. Send ©

SPORT 24

* RRming -

656565

Waiting for encase-proxy.socialcomplting.eu...

épte 10 Bpadu TG TplTng TO KOVTA. A€V YIVETAL Va TEPIHEVOURE T600.




2.2.11 See what the child approved after setting the options at a glance
1. Click on “Child ‘s name” e.g.”Peter”

@ Cyber Safety Family Advic x R
¢ > co s " ——_—

# Apps

ParentalConsole

Jp John Papagiannis Dashboard conolpan @ Home -~ Dashboard

e what the children have accepted Q
: Add new child

 Childrer ¥ Quick Flag

@ Dashboard

G Logout

FlagFor: | Choose one of the follc .
Message
Send©®
2. See what child approved
@ Cyber Safety Family Advic x (IS
<« C O & encase-proxy.socialcomputing.eu:8090/en/home.php o x @

i Apps

ParentalConsole

Jp John Papagiannis Dashboard control panel @ Home -~ Dashboard

& Ataglance : See what the children have accepted Add new Child
Peter -

Parental Visibility Level : 3

& Quick Flag

Back-end Visibility Level: 3

FlagFor:  Choose one of the following...

Cyber Security Level :2

See more

Message

Send ©




2.2.12 Block Unwanted Sites for a child
1. Select ‘Children’

@ Encase| Parental Console x [
€« C O & encase-proxy.socialcomputing.eu:8090/en/home.php Q% @
i Apps
ParentalConsole = m
) Dashboard ool @ Home  Dashboard

& Ataglance: See what the children have accepted Add new Child

& Quick Flag

FlagFor:| Choose one of the following... ~
rom
Message
Send©
Cookie Policy
“ - ) ” [ 4
2. Select “Child’s name” e.g. “Peter
@ Encase| Parental Console x [EE
€ C O @ encaseproxy.socialcomputing.eu:8090/en/home.php o @ :
t Apps
ParentalConsole = Jax
JP John Papagiannis Dashboard conolpanel @ Home - Dashboard

& Ata glance: See what the children have accepted Add new Child

@ Dashboarc
 Children ¥ Quick Flag
Flag For Choose one of the following, v
Message

Send ©




3. Select “Social Media Settings”

@ Encase] Parental Console x [

€ C O & encase-proxy.socialcomputing.eu:8090/en/home.php

i Apps

ParentalConsole

"
B

Jp John Papagiannis Dashboard \trol pa

@ Home ~ Dashboard

& Ataglance: See what the children have accepted A R T P +

@ Da

 Children ¥ Quick Flag

Flag For : one of the following... ~

Message
£ Social Media Settings

Send ©
4. To block a social network for the child click on ‘Not blocked’ button next to the
social network name on the list
@ Encase] Parental Console X
<« c o & 8090/en/settings.php2childid=1 a « @

i Apps

John Papagiannis

JP Peter's Social Media Settings @ Home - Social Media Settings
Block Unwanted Sites Report an Incident
Website Blocked CyberSafety Cyprus: www.cybersafety.cy

ESafe Cyprus: www.esafecyprus.ac.cy
Internet Safety Cyprus: www.internetsafety.pi.ac.cy

Facebook Help Line Cyprus: Call 1408
Twitter

Instagram

GAB

Snapchat

4Chan Not Blocked

Reddit Not Blocked

Adult Sites Not Blocked

OK Block These Websites !




5. See the button turns to “Blocked” status

@ Encase] Parental Console x [EQ

& C & encase-proxy.socialcomputing.eu:8090/en/settings php2childid=1 Qv @

H# Apps

JP John Papagiannis Peter's Social Media Settings @ Home - Social Media Settings
Block Unwanted Sites Report an Incident
& Website Blocked CyberSafety Cyprus: www.cybersafety.cy

 Children Al ESafe Cyprus: www.esafecyprus.ac.cy
Block All
Internet Safety Cyprus: www.internetsafety.pi.ac.cy

Facebook Help Line Cyprus: Call 1408
Twitter Not Blocked
Instagram Not Blocked
GAB Not Blocked
Snapchat Not Blocked
4Chan Not Blocked
Reddit Not Blocked
Adult Sites Not Blocked

OK Block These Websites !

Or to block all Social media sites in the list

1. Click on “Block All”

@ Encase| Parental Console x (S

& c o & 90/en/settings.php2childid=1 ax @

i Apps

1) oo Peter's Social Media Settings @ Home - Social Media Settings
Block Unwanted Sites Report an Incident
® Website Blocked CyberSafety Cyprus: www.cybersafety.cy
 Children Al ESafe Cyprus: www.esafecyprus.ac.cy
Internet Safety Cyprus: www.internetsafety.pi.ac.cy
Facebook Help Line Cyprus: Call 1408
Twitter
Instagram
GAB
Snapchat Not Blocked
4Chan Not Blocked
Reddit Not Blocked
Adult Sites Not Blocked

OK Block These Websites !




2. See all the buttons turn to “Blocked” status

@ Encase| Parental Console x (S

<« c o a P s php2childid=1 a v @

JP John Papagiannis Peter's Social Media Settings @ Home - Social Media Settings
Block Unwanted Sites Report an Incident
@ Dashboard Website Blocked CyberSafety Cyprus: www.cybersafety.cy

Internet Safety Cyprus: www.internetsafety.pi.ac.cy

Facebook Help Line Cyprus: Call 1408
Twitter
Instagram
Snapchat
Reddit
Adult Sites

OK Block These Websites

 Children All L ESafe Cyprus: www.esafecyprus.ac.cy
Block All

3. Click on ‘OK block These Websites’ to save changes

@ Encase] Parental Console x

€ 5 C O @ encaseprony.socialcomputingeus090/en/settings phprchildid=1 Q% @ :

Apps

JP John Papagiannis Peter's Social Media SQttings @ Home ~ Social Media Settings

Block Unwanted Sites Report an Incident

@ Website Blocked CyberSafety Cyprus: www.cybersafety.cy

 Children Al ESafe Cyprus: www.esafecyprus.ac.cy
Internet Safety Cyprus: www.internetsafety.pi.ac.cy

Facebook Not Blocked Help Line Cyprus: Call 1408

Twitter Not Blocked

Instagram Not Blocked
Not Blocked
Not Blocked
Not Blocked

Not Blocked

Not Blocked

OK Block These Websites




2.2.13 Train on child Image to help CFAS to detect child in online social media

To add one image file for training
1. Click on “Train on Images”

@ Encase] Parental Console x [

&€ 5 C O & encase-proxy.socialcomputing.eu:8090/en/home.php ax @
i Apps
= -
ParentalConsole = Py
Jp  onnrepagiannis Dashboard contol pane @ Home - Dashboard

& Ataglance: See what the children have accepted Add new Ch“.d

& Quick Flag

# Children
FlagFor:| Choose one of the following... ~
Message
Send ©
: ” : ”n
2. Click on "Choose File
@ Cyber Safety Family Advic x [IES
«>co e -1 a % @ ¢
i Apps
ParentalConsole
Jp  otnPepagiannis Help Cyber Safety Family Advice Suite detect Peter in Online Social Media @ Home - Train On Images

Cyber Safety Family Advice Suite is able to detect when Peter is uploading a picture in Online Social Media.

To activate this feature, you need to manually upload about 12 pictures of Peter using the "Choose file" button below. Then,
" use the "Add More Files" button to upload more pictures of Peter.

ashboard

Please make sure that Peter's face is shown clear in the image and that the image is of high quality.

o file chosen

iles | Upload File




3. Select the image from the file explorer

Cancel Open File

Recent 4 @markos Pictures  Pictures »
antalConsole Home: Name v Size Modified
Desktop
T panat/ann] Documents
mloads
Music
Pictures
vi

Other Locatic

4. Click on “Upload file” to upload the image

@ Cyber Safety Family Adv

c o e hp2childid=1 e v @

John Papagiannis

JP Help Cyber Safety Family Advice Suite detect Peter in Online Social Media @ Home - Train On Images

Cyber Safety Family Advice Suite is able to detect when Peter is uploading a picture in Online Social Media.

To activate this feature, you need to manually upload about 12 pictures of Peter using the "Choose file" button below. Then,
use the "Add More Files" button to upload more pictures of Peter.

Please make sure that Peter's face is shown clear in the image and that the image is of high quality.

Choose File No file chosen

Choose File No file chosen

Add More File Upload File




To add more than one image
1. Click on ‘Add more files as many times as the number of images you want to add,
after clicking on it new ‘Choose File’ buttons will appear on the screen

@ Cyber Safety Family Advic x (SSS

« co a hp2childid=1 ax @ :

5 Apps

ParentalConsole

Jp  onPepagiannis Help Cyber Safety Family Advice Suite detect Peter in Online Social Media @ Home - Train On Images
Cyber Safety Family Advice Suite is able to detect when Peter is uploading a picture in Online Social Media.

To activate this feature, you need to manually upload about 12 pictures of Peter using the "Choose file" button below. Then,
use the "Add More Files" button to upload more pictures of Peter.

Please make sure that Peter's face is shown clear in the image and that the image is of high quality.

Add More Files pload File

@ Cyber Safety Family Advic x (S
< c o @ hp2childid=1 P 0

3 Apps

ParentalConsole =

Jp  onnPepagiannis Help Cyber Safety Family Advice Suite detect Peter in Online Social Media @ Home - Train On Images
Cyber Safety Family Advice Suite is able to detect when Peter is uploading a picture in Online Social Media.

To activate this feature, you need to manually upload about 12 pictures of Peter using the "Choose file" button below. Then,
use the "Add More Files" button to upload more pictures of Peter.

Please make sure that Peter's face is shown clear in the image and that the image is of high quality.

Choose File No file chosen

Choose File No file chosen

Upload File

2. For each image you want to add repeat the steps mentioned in “To add one image
file for training”




3. Click on ‘Upload file’ to upload the images

@ Cyber Safety Family Advic x |8
<« co e phpchildid=1 Q% @
# Apps
256
ParentalConsole &
Jp  ohnPepegiannis Help Cyber Safety Family Advice Suite detect Peter in Online Social Media @ Home - Train On Images
Cyber Safety Family Advice Suite is able to detect when Peter is uploading a picture in Online Social Media.
To activate this feature, you need to manually upload about 12 pictures of Peter using the "Choose file" button below. Then,
use the "Add More Files" button to upload more pictures of Peter.
Please make sure that Peter's face is shown clear in the image and that the image is of high quality.
Choose File No file chosen
Choose File No file chosen
Alles  Upload File
oo .
2.2.14 See notifications
@ Encase| Parental Console x [EH
& C O & encase-proxy.socialcomputing.eu:8090/en/home.php. a « @ :
i Apps

ParentalConsole

Jp John Papagiannis Dashboard

& Ata glance: See what the children have accepted

Add new child

 Children ¥ Quick Flag

Flag For :

one of the following... ~

Message

Send ©




2. Find New notification in the notification list

@ Encase] Parental Console x

<« co a hy a « @

i Apps

ParentalConsole =

. : Notifications
John Papagiannis

JP NEW

& Peter: Tried to upload a racist meme , But ENCASE stop it ! You can see the image here : racist_image418898919.jpg

118!

& Peter: Tried to upload a racist meme , But ENCASE stop it ! You can see the image here : racist_im 919.jpg

& Peter: Tried to upload a racist meme , But ENCASE stop it ! You can see the image here : racist_image16346725
& Peter: Posted this sensitive information: 99260744 on Facebook

& Peter: Posted this sensitive information: on Facebook

SR L il " -
oL

Viewall

Message

Send ©

3. Click on notification to open

@ Encase] Parental Console x [

<« C O @ encase-proxy.socialcomputing.eu:8090/en/home.php a w @
i Apps
e
ParentalConsole s
Jp John Papagiannis
L
& Peter: Tried to upload a racist meme , But ENCASE stop it ! You can see the image here : racist_image418898919.jpg
& Peter: Tried to upload a racist meme , But ENCASE stop it ! You can see the image here : racist_image1634672526.jpg
& Peter: Posted this sensitive information: 99260744 on Facebook
& Peter: Posted this sensitive information: on Facebook
ter: Encase Sensed that the user : kontologs is bully s

Viewall

Message

Send©




2.3 Browser Add-on with the Guardian Avatar for Children

This section describes all the actions a child can take through the Browser Add-on with the
Guardian Avatar.

2.3.1 See Guardian Avatar’s functionalities
1. Click on Avatar Icon as shown below

K3 Facebook = e

€ > C O @ facebookcom ® :

H Apps

— e

© petor Encase e [ ——
oo [ ip—
= 5= whars on your mind, Pet
© Messenger = ©
Evoeve

£ waen

3 Create Room Photanvideo TagEdends e Codkes Mo T TT ey, -
2 Markerplace @ B & ™o @ reroars

Explore S I (& Markos Charalamb.. 19m
@ coviD-19 nformat.

= O& =@
@ orouws
& Fundraisers

@ BirdLite Cyprus
s e 20 5507 - @

In recent years, the populations of Trygoni have suffered a dramatic
decrease of up 1o 80 % due (o human activities, such as the destruction of
habitats and poaching. Read what Elliniki Ornithologiki Etaireia, our GROUP CONVERSATIONS
partner in Greece, is doing o protect him,

2
2% Create New Grou
#Flightfor » 2

% see o

2. You can see the available options

3 Facebook = e
€ 5> C O @ facebook.com/zref=tn_tamn ® :

Apps

il News Feed
@ Wessonger
€ warcn

2 Markerplace

Explore

@ covip-19 informa

008 L




2.3.2 See Guardian Avatar’s Settings
1. Click on the Settings icon

g%
@
i
Gy

2. The Guardian Avatar Settings page is shown in the following image.

l @ Options page - https:-wv x e

ncase.cut.ac.cy:8090/proxy_api/avatar_module/en/options/index.php?fb_url=https:-www.facebook.com-peter.encase#pictures

Information
‘ Hello! 1 am here to help you stay Preview
) safe online
From this page you can edit your
v online safety settings. Edit

| CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK
EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE




2.3.3 Settings: Choose who can see your pictures

From the settings you can preview/edit who can see your posted images by adding the
Facebook accounts under the corresponding lists (friend, family, school). You will be able to
choose which group can see your posts when you upload the photo on Facebook through
the CFAS. Whoever is not in that lists won’t be able to see your photo but a custom CFAS
image that inform him/her that the post is protected by the CFAS.

2.3.3.1 Information for the Settings: Choose who can see your pictures
1. Click on “Choose who can see your pictures”

« c o & e.cutac proxy_apifavatar. dex.php?2fb_url=http: Facebook.com-peter.encasetpictures * »

i Apps.

Information

Preview

‘ Hello! 1 am here to help you stay
) safeonline

edit your

Edit

u CHOOSE WHO CAN SEE YOUR PICTURES u

CHOOSE YOUR GUARDIAN AVATAR'S LOOK
EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

2. To see related information for this settings, click on “Information”

€ 5 C 0 @ a Iproxy_api/avatar_f It php?fb_url=https: Facebook.com-peter.encase#pictures I - I

i Apps

oo |
’ Hello! | am here to help you stay Preview
) s
[ I
: Edit

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE




3. See the relevant information regarding these settings

je - https--wv x Ed

roxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase

Information

) Hello! 1 am here to help you stay If you upload a picture, Cyber Safety Family Advice Suite automatically protects

) safe online it with encryption.
” From this page you can edit your From Preview tab you can find the list of the accounts that can see your picture,
online safety settings.

whoever is not in the list, they can not see your uploaded picture.
From the Edit tab, you can edit the list by adding/removing an account using his/her

CHOOSE WHO CAN SEE YOUR PICTURES Facebook URL.

12 P e
CHOOSE YOUR GUARDIAN AVATAR'S LOOK a e AvTiypagr

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

Peter Encase

[ -,

Preview

Edit

2.3.3.2 Preview Settings: Choose who can see your pictures
1. Click “Preview” to see the current settings

<« c o @& ut. /_api/avatar_f index.php?fb_url=http: facebook.com-peter.encase#pictures % * D

Information

Y ettt am here o help you stay Preview
) safeonline
From this page you can edit your
B i catey setings o

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE




2. See the current settings for who can see your pictures

<« c o e t api/avatar. php2fb_url=http: book.com-peter.encase#pictures
Apps
Information
) Hello! | am here to help you stay Preview

) safeonline

From this page you can edit your

CHOOSE YOUR GUARDIAN AVATAR'S LOOK
CorT visBILITY & SArETY opTioNS

SELECT LANGUAGE

2.3.3.3 Edit Settings: Choose who can see your pictures

Family Members

https:/fwww.facebook php?id=1

123

Friends-People you know

https://www.facebook.com/profile. php?id=100031062618572

https://www.facebook.com/profile.php?id=100031062618572

From School
facebook php2id=: 66
facebook php2id=:

Adults(>18 years old)

https://www.facebook com/profile. php?id=100031062618572

sadasd

1. To edit the settings click on “Edit”

https:-www.facebook.com-peter.encase#pictures

Information
, Hello! | am here to help you stay Preview
) safeonline
From this page you can edit your
B i sy setings cat

| CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

b » QP

&€ > C (@ a& proxyencase.cut.ac.cy:8090/proxy_api/avatar_module/en/options/index.php?fb_u




2. From the form (shown in the following image) you can add/remove an account
under the corresponding group

Information
' Hello! 1 am here to help you stay Preview
) safe online
From this page you can edit your
” online safety settings. Edit
| CHOOSE WHO CAN SEE YOUR PICTURES Family

CHOOSE YOUR GUARDIAN AVATAR'S LOOK [} https://www.facebook.com/profile.php?id=100009250326366

EDIT VISIBILITY & SAFETY OPTIONS
m] 123

: Add the Facebook URL of a family member

SELECT LANGUAGE

Friends
O https://www.facebook.com/profile.php?id=100031062618572
(m} https://www.facebook.com/profile.php?id=100031062618572

: Add the Facebook URL of a friend of yours

School
(] https:/mww.facebook.com/profile.php?id=100009250326366
O https://www.facebook.com/profile.php?id=100009250326366

: Add the Facebook URL of a school friend

Persons > 18
=] https:/mwww.facebook.com/profile.php?id=100031062618572

O sadasd

\

Add a the Facebook URL of a person you know older than 18 years old

Unselect rows

2.3.3.3.1 Add an account to who can see your photos

1. Visit the account you want to add on Facebook

2. Copy the URL of his/her profile
(https://www.facebook.com/profile.php?id=223242424)

3. Paste the URL under the corresponding group (e.g. Friend) box




' a % » e

=https:-www Facebook com-peter.encase

S C O @ prowencasecutaccyB090/proxy_api/avat

J s onine T
- =
cHo0sE wHo can seE YouR picTURES Famity

Ak the Facebook URL of a famiy member

Friends.
itps I tacebook comiproie php7Kd=100031062618572
itps I facebook comiproie php7Kd=100031062618572

[ rerrrren]
|

s v facebook convprofie php?Kd=100009250326366
itps s tacebook comiprofie php7K4=100009250326366

Add the Facebook URL of a schoolfend.

18
H - H

XY

5 C O @ prowencase.cutaccyB090/proxy_api/av ns/index php?fb_url=https:-—www facebook com-peter.encase

J sy s e

es
cHo0sE wHo can seE YouR picTuRES Famity
Ak the Facebook URL of a famiy member

Friends.
itps e tacebook comiproie php7Kd=100031062618572
itps I tacebook comiproie php7Kd=100031062618572

oot pg-223242424]
Sehool

s v facabook convprofie php?Kd=100009250326366

s v facebook convproie phpd=100009250326366

Add the Facebook URL of a schoolfiend.

itps I facebook comiprofie phg7id=100031062618572

sadasd

5. Click on the button “Save”

a % »>

€«>co e roxy_api/avatar_module/en/op Php?Fb_url=https:-www.facebook com-peter.encase
- e 5
HoosE o Caw seE vouR icruRES Famiy

CHo05E YU GUARDIAN AVATAR'S L0OK ocsbock compeofie shgrASe1000

S e—
Add the Facebook URL of a family member

Friends
itps s tacabook comiproi php7KI=100031062618572
it tacabook comiprofie php7KI=100031062618572
itps v tacebook comiproie php7HI=223242424

Add the Facebook URL of a fiend of yours

Sehool

s e facebook.comiprotie phoid=100009250326366

s I facebook comiprofie phoid=100009250326366

Add the Facebook URL ofa schoo riend

aps I facebook comiproie php7id= 100031062618572

sadasa

A4 a the Facebook URL of  person you know older than 18 years ol




2.3.3.3.2 Remove an account from who can see your photos:

1. Choose the account you want to remove by checking the check box next to his/her
account

“« 2> Cc 0 e ut.a /_api/avatar_i php?fb_url=http facebook.com-peter.en: a w » B
— Edit B
CHOOSE WHO CAN SEE YOUR PICTURES Family
CHOOSE YOUR GUARDIAN AVATAR'S LOOK comirofi
EOIT VISIBILITY & SAFETY OPTIONS
123
SELECT LANGUAGE
Add the Facebook URL of a family member
Friends
hitpshwww facebook comiprofile php?id=223242424
Add the Facebook URL of a friend of yours
School
Add the Facebook URL of a school friend
it Jeiais > 18

sadasd

Add a the Facebook URL of a person you know older than 18 years old

Unselect

2. Click on “Unselect row” button

cC o a t _api/avatar_i php?fb_url=https:-www.facebook.com-peter.encase Q % » D

)
- Edit
CHOOSE WHO CAN SEE YOUR PICTURES Family
GHOOSE YOUR GUARDIAN AVATAR'S LOOK 13
EDIT VISIBILITY & SAFETY OPTIONS
Add the Facebook URL of a family member
SELECT LANGUAGE.
Friends
il
il
hitps:/iwwwfacebook.com/profile. php?id=223242424
‘Add the Facebook URL of a friend of yours.
School

Add the Facebook URL of a school friend

itiJeiui > 18

sadasd

Add a the Facebook URL of a person you know older than 18 years old

Unselect rows.




3. Click on “Save” to save the changes

@ Options page - https:-w

_api/avatar_ hp7Fb_url=httpsi-www.Facebook com-peter.encase Q

Edit

CHOOSE WHO CAN SEE YOUR PICTURES Family
CHOOSE YOUR GUARDIAN AVATAR'S LOOK -
EDIT VISIBILITY & SAFETY OPTIONS

‘Add the Facebook URL of a family member
SELECT LANGUAGE

Friends

hitps:fhwwew facebook com/profile php?id=223242424

‘Add the Facebook URL of a friend of yours

School

sadasd

Add a the Facebook URL of a person you know older than 18 years old

2.3.4 Settings: Change Guardians Avatar’s look
1. Click on “Choose your Guardian Avatar’s look

»xyencase.cut.ac.cy:8090/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#pictures

Information
’ Hello! 1 am here to help you stay Preview
) safe online
From this page you can edit your
” online safety settings. Edit

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE




ac.cy:8090/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#avatarlook

Hello! I am here to help you stay}
) safe online

I l From this page you can edit your

online safety settings.

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

e o

je D To¥ors

io

2 (1

¢:

@0
« ]
Dt
..a(p

Save Cancel

2. Choose the Guardian Avatar icon you want from the list

ic.cy:8090/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#avatarlook

Hello! I am here to help you stay
safe online

From this page you can edit your
online safety settings.

[ o

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK
EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

3. Click on “Save” to save your changes
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‘ Hello! | am here to help you stay
) safe online
From this page you can edit your

” online safety settings.

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

DPoH

S
Nt
EDIT VISIBILITY & SAFETY OPTIONS )
)
[ 4

‘ Save Cancel

v

SELECT LANGUAGE

n ‘

2.3.5 Settings: Parent’s requests and visibility & safety options

2.3.5.1 Parental Visibility Options
1. Click on “Edit visibility options”

/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

, Hello! 1 am here to help you stay Back-end Visibility Level

) safe online
From this page you can edit your

u. online safety settings.
v 9 Cybersafety Level

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS : .

SELECT LANGUAGE




2. See the options your parent has chosen for parental visibility by clicking on it

/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

’ Hello! I am here to help you stay Back-end Visibility Level
) safe online
From this page you can edit your

” online safety settings.

Cybersafety Level

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK
EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

3. To accept the options, click on “Accept”

90/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

, Hello! | am here to help you stay Through the Parental Visibility options, Cyber Safety Family Advice Suite offers options about

) safe online what the parent can see, while enabling various levels of monitoring for parents. *These options
” From this page you can edit your are sent to you as a request and can only be applied after you give your consent by
online safety settings.

accepting them.

CHOOSE WHO CAN SEE YOUR PICTURES Parental Visibility Level: 3

CHOOSE YOUR GUARDIAN AVATAR'S LOOK )
Your parent requested to monitor:

EDIT VISIBILITY & SAFETY OPTIONS Facebook chat

SELECT LANGUAGE . . . .
Cybersafety Family Advice Suite needs your consent to apply these options!

Back-end Visibility Level

Cybersafety Level




4. To erase the current options, click on “Erase options”

090/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

, Hello! | am here to help you stay Through the Parental Visibility options, Cyber Safety Family Advice Suite offers options about

) safe online what the parent can see, while enabling various levels of monitoring for parents. *These options
From this page you can edit your are sent to you as a request and can only be applied after you give your consent by
online safety settings.

accepting them.

CHOOSE WHO CAN SEE YOUR PICTURES Parental Visibility Level: 3

CHOOSE YOUR GUARDIAN AVATAR'S LOOK .
Your parent can monitor

EDIT VISIBILITY & SAFETY OPTIONS Facebook chat

SELECT LANGUAGE .
You have accepted these options!

Back-end Visibility Level

Cybersafety Level

2.3.5.2 Backend Visibility Options
1. Click on “Backend Visibility Level”

/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

, Hello! 1 am here to help you stay Back-end Visibility Level
) safe online

From this page you can edit your
“ online safety settings.

Cybersafety Level

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK
EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE




2. See the options your parent chose for the Backend Visibility

»roxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

’ Hello! I am here to help you stay Back-end Visibility Level
) safe online

From this page you can edit your
” online safety settings. Through the Back-end Visibility options, Cyber Safety Family Advice Suite offers options about
what data the Back-End can receive from your online social network account. The received data
will be used to improve the accuracy of the Suite and help to enhance your online protection.
*These options are sent to you as a request and can only be applied after you give your

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK consent by accepting them.
EDIT VISIBILITY & SAFETY OPTIONS Backend Visibility Level: 2

SELECT LANGUAGE . . X . .
Your parent requested to give access to Cybersafety Family Advice Suite to receive data about:

Facebook notifications
Facebook about
Facebook chat

Cybersafety Family Advice Suite needs your consent to apply these options!

Cybersafety Level

3. To accept the options, click on “Accept”




yroxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

, Hello! 1 am here to help you stay Back-end Visibility Level
) safe online

From this page you can edit your
M online safety settings. Through the Back-end Visibility options, Cyber Safety Family Advice Suite offers options about
what data the Back-End can receive from your online social network account. The received data
will be used to improve the accuracy of the Suite and help to enhance your online protection.
*These options are sent to you as a request and can only be applied after you give your
CHOOSE YOUR GUARDIAN AVATAR'S LOOK consent by accepting them.

CHOOSE WHO CAN SEE YOUR PICTURES

EDIT VISIBILITY & SAFETY OPTIONS Backend Visibility Level: 2

SELECT LANGUAGE
Your parent requested to give access to Cybersafety Family Advice Suite to receive data about:

Facebook notifications
Facebook about
Facebook chat

Cybersafety Family Advice Suite needs your consent to apply these options!

Cybersafety Level

4. To erase the options, click on “Erase Options”

age - https:--wv. X

proxy_api/avatar_module/en/options/index.php?fb_url=https:~-www.facebook.com-peter.encase#visibility

Parental Visibility

Y Hellot1am here to help you stay Back-end Visibility Level
) safe online

From this page you can edit your
“ online safety settings. Through the Back-end Visibility options, Cyber Safety Family Advice Suite offers options about
what data the Back-End can receive from your online social network account. The received data

CHOOSE WHO CAN SEE YOUR PICTURES will be used to improve the accuracy of the Suite and help to enhance your online protection.
*These options are sent to you as a request and can only be applied after you give your

CHOOSE YOUR GUARDIAN AVATAR'S LOOK consent by accepting them.

EDIT VISIBILITY & SAFETY OPTIONS Backend Visibility Level: 2

SELECT LANGUAGE ; . . .
Cybersafety Family Advice Suite can receive data about:

Facebook notifications
Facebook about
Facebook chat

You have accepted these options!

Send Data Anonymously: Yes

Cybersafety Level

2.3.5.3 Cybersafety Options
1. Click on Cybersafety Level




/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

, Hello! I am here to help you stay
) safe online

From this page you can edit your
“ online safety settings.

CHOOSE WHO CAN SEE YOUR PICTURES

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

Parental Visibility

Back-end Visibility Level

Cybersafety Level

2. See the options the parent has chosen

)xy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

) Hello! | am here to help you stay
) safe online

From this page you can edit your
” online safety settings.
CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK

EDIT VISIBILITY & SAFETY OPTIONS

SELECT LANGUAGE

Parental Visibility
Back-end Visibility Level
Cybersafety Level

Through the Cybersafety options, the parent can select the Level of your Cybersafety. These
options let the parent select what you will see and what the Intelligent Web-Proxy will filter,
replace, encrypt or watermark respectively. *These options are sent to you as a request and
can only be applied after you give your consent by accepting them.

Cybersafety Level: 2

Your parent requests to allow Cybersafety Family Advice Suite to protect you from:
Sexual Grooming

Hate Speech

Cyberbullying

Distressed Behavior

Cybersafety Family Advice Suite needs your consent to apply these options!

3. To accept the options, click on “Accept”




xy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

) tetot 1 am here o help you stay Back-end Visibility Level
) safe online

From this page you can edit your
”' online safety settings.
v setng Cybersafety Level

CHOOSE WHO CAN SEE YOUR PICTURES Through the Cybersafety options, the parent can select the Level of your Cybersafety. These

CHOOSE YOUR GUARDIAN AVATAR'S LOOK options let the parent select what you will see and what the Intelligent Web-Proxy will filter,
replace, encrypt or watermark respectively. *These options are sent to you as a request and
EDIT VISIBILITY & SAFETY OPTIONS can only be applied after you give your consent by accepting them.

SELECT LANGUAGE Cybersafety Level: 2

Your parent requests to allow Cybersafety Family Advice Suite to protect you from:
Sexual Grooming

Hate Speech

Cyberbullying

Distressed Behavior

Cybersafety Family Advice Suite needs your consent to apply these options!

4. To erase the options, click on “Erase Options”

xy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#visibility

Parental Visibility

) Hellot1am here to help you stay Back-end Visibility Level
) safe online

From this page you can edit your
“' online safety settings.
Y 9 Cybersafety Level

CHOOSE WHO CAN SEE YOUR PICTURES Through the Cybersafety options, the parent can select the Level of your Cybersafety. These

options let the parent select what you will see and what the Intelligent Web-Proxy will filter,
replace, encrypt or watermark respectively. *These options are sent to you as a request and
EDIT VISIBILITY & SAFETY OPTIONS can only be applied after you give your consent by accepting them.

CHOOSE YOUR GUARDIAN AVATAR'S LOOK

SELECT LANGUAGE Cybersafety Level: 2

You are protected from:
Sexual Grooming

Hate Speech
Cyberbullying
Distressed Behavior

You have accepted these options!




2.3.6 Settings: Select language

To choose another language click on “Select language” and then choose the language of your
preference by clicking on it

y:8090/proxy_api/avatar_module/en/options/index.php?fb_url=https:--www.facebook.com-peter.encase#languages

== English

= .
‘ Hello! | am here to help you stay = EMnvika
) safe online

From this page you can edit your

BE® oo carety sertings.

CHOOSE WHO CAN SEE YOUR PICTURES
CHOOSE YOUR GUARDIAN AVATAR'S LOOK

PTIONS

SELECT LANGUAGE

2.3.7 See your CFAS notifications
1. Click on notification icon

<t
O (=

i

2. See your notifications

For Facebook’s CFAS notifications:




ons X +

/proxy_api/avatar_module/en/notifications/index.php?fb_url=https:-www.facebook.com-peter.encase

Hello! From this page you can
see all the Cybersafety Family
Advice Suite's notifications!
From the menu below, you can
choose for which online social
network (Facebook or Twitter), you
want to see the notifications!

I Facebook

Twitt

Facebook Notifications

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Antonis at Facebook and
detected sexual grooming text with the percentage of: 87%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with test at Facebook and
detected sexual grooming text with the percentage of: 50%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Antonis Papasavva at
Facebook and detected sexual grooming text with the percentage of: 89%. Be careful!

Show older Information/Hide older information:

/proxy_api/avatar_module/en/notifications/index.php?fb_url=https:--www.facebook.com-peter.encase

Facebook

Twitter

Hello! From this page you can
see all the Cybersafety Family
Advice Suite's notifications!
From the menu below, you can
choose for which online social
network (Facebook or Twitter), you
want to see the notifications!

Facebook Notifications

I Show older notifications I

Warni exual Grooming is detected!
Cyber Family Advice Suite has analysed your chat with Antonis at Facebook and
detectt xual grooming text with the percentage of: 87%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with test at Facebook and
detected sexual grooming text with the percentage of: 50%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Antonis Papasavva at
Facebook and detected sexual grooming text with the percentage of: 89%. Be careful!




3.9

Hello! From this page you can
see all the Cybersafety Family
Advice Suite's notifications!
From the menu below, you can
choose for which online social
network (Facebook or Twitter), you

want to see the notifications!

| Facebook

Twitter

Facebook Notifications

Warning: Sexu

ing is detected!

Cybersafety Famil
detected sexual gros

ice Suite has analysed your chat with Antonis at Facebook and
text with the percentage of: 87%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with test at Facebook and
detected sexual grooming text with the percentage of: 50%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Antonis Papasavva at
Facebook and detected sexual grooming text with the percentage of: 89%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Eve Eve at Facebook and
detected sexual grooming text with the percentage of: 99%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Eve Eve at Facebook and
detected sexual grooming text with the percentage of: 99%. Be careful!

Warning: Sexual Grooming is detected!

Cybersafety Family Advice Suite has analysed your chat with Somebaduser Smith at

For Twitter’s CFAS notifications:

3.9

Facebook

Hello! From this page you can
see all the Cybersafety Family
Advice Suite's notifications!
From the menu below, you can
choose for which online social
network (Facebook or Twitter), you
want to see the notifications!

I Twitter

Twitter Notifications

Show older notifications

Warning: Bot account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot
account. Be careful!

Warning: Spam account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a spam

Warning: Bot account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot
account. Be careful!




Show older Information/Hide older information:

Twitter Notifications

Hello! From this page you can I Show older notifications

‘ see all the Cy Family
Advice Suite's notifications!
/ From the menu below, you can Warning: Bot account is detected!
M choose for which online social
network (Facebook or Twitter), you Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot

eationel
want to see the notifications! account. Be careful!

Facebook Warning: Spam account is detected!
Twitter Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a spam
Warning: Bot account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot
account. Be careful!

Twitter Notifications

Hide older notifications

Hello! From this page you can
see all the Cybersafety Family
Advice Suite's notifications!

3 9

From the menu below, you can Warning: Bot account is detected!
choose for which online social
network (Facebook or Twitter), you Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot

want to see the notifications! account. Be careful!

Facebook Warning: Spam account is detected!
Twitter Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a spam
Warning: Bot account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a bot
account. Be careful!

Warning: Spam account is detected!

Cybersafety Family Advice Suite describes the account AthenaDimiDimi as a spam

Warning: Bot account is detected!

Cybersafety Family Advice Suite describes the account Egina_Apli as a bot account. Be
careful!

Warning: Spam account is detected!

Cybersafety Family Advice Suite describes the account Egina_Apli as a cyberbully
account! Be careful!




2.3.8 Go to Cybersafety website
1. Click the information icon

L

2. See the project website “CyberSafety” for more information

& > C O & cypbersafetycy/home-en % ®

* | About Partners Activities Outputs Contact Us

L
“{bar o7ty

KaNUTEPO O108IKTUO VIa Ta Naigig

CYberSafety

CYberSafety brings together major national stakeholders in order to create a safe internet culture, empowering creative, innovative and critcal citizens in the digital society.
CYberSafety aims to provide an awareness platform where actors can find resources and tools, share experiences, expertise and good practices. At the same time it aims to
contribute towards a European approach and provide qualitative and quantitative feedback at European level, through the core service platform. The operation of the Helpline will
ensure that all actors get advice and support by trained supporters/helpers in real time on ssues related to their use of online technologies. The operation of the Hotline wil ensure
that all actors can report legal content or actions related to llegal child sexual abuse material, racism and xenophobia. At the same time al llegal cases will be forwarded to the
responsible body for action. CYberSafety will add to the existing work in Cyprus by focusing on new needs deriving from the evolvements on national and European level.

Read more -




2.3.9 Upload a photo through CFAS

When using CFAS, you can post your photo encrypted. You can choose who will see the
photo, everyone who is not in the list of accounts you chose will see a custom CFAS picture
which inform them that the photo is protected by CFAS.

1. When you select a photo for posting on Facebook, the following message will appear.
Click on “OK!” to upload photo through CFAS.

Create Post X

@ Peter Encase
y 4 ah Friends »

What's on your mind, Peter? @

Let me help you!

Please click "Ok" to open a new tab where you can upload your picture through Cybersafety
| Family Advice Suite to ensure your online safety!

ow? |
iamani
gth
tectig
lere n 1, juc
the re(

[ 4 eeo
| Add to Your Post & — ® o @




2. Click on “Choose image to post”

)
A

Let me check your
image before

By uploading the image you want to

n his image?

post on Facebook from this page, you
ensure your safety from many online . Family

dangers with the help of Cybersafety
Family Advice Suite. I will analyse School
your image to detect sensitive or Friends
inappropriate content to keep you safe.
Additionally if you or other people are Age > 18

shown in the photo, the photo can be

protected (by blurring the faces) and be

accessible only from the accounts you
have selected in your lists(friends,

family, school, etc.). Thank you for

your trust!

4

3. See the photo you chose below the button “Continue’

Choose image to post

~ Who can see this image?

[ ]
Family
Let me check your School
image before
publishing! Friends

Age > 1
By uploading the image you want to ge>18

post on Facebook from this page, you
ensure your safety from many online

dangers with the help of Cybersafety

Family Advice Suite. T will analyst
your image to detect sensitive of
inappropriate content to keep you safe)
Additionally if you or other people ar
shown in the photo, the photo can b
protected (by blurring the faces) and b
accessible only from the accounts yo
have selected in your lists(friends
family, school, etc.). Thank you fof

your trust!




4. Select who can see the photo

‘@ Upload your picture B+
:_to_fb_wall.php?fb_L vpeter. * >

: )

[ ] Who can sec tus image?
Family
Let me check you School
image before
publishing! Friends
By uploading the image you fant ©0 Age > 18

post on Facebook from this page, you
ensure your safety from many online

Family Advice Suite. 1 will analyse

your image 10 detect sensitive or
inappropriate content to keep you safe.
Additionally if you or other people are
shown in the photo, the photo can be
protected (by blurring the faces) and be
accessible only from the accounts you
have selected i your lists(friends,
family, school, etc.). Thank you. for

your trust!

5. Click on “Continue”

«>Cc 0o @ X :_to_fb_wall php?fb_L peter. # »

Choose image to post

Who can see this image?

E ]

)
[

Family

Let me check your School
image before
publishing!

Friends
By uploading the image you want to Age>18
post on Facebook from this page, you
ensure your safety from many online
dangers with the help of Cybersafety
Family Advice Suite. I will analyse
your image to detect sensitive or
inappropriate content to keep you safe.
Additionally if you or other people are
shown in the photo, the photo can be
protected (by blurring the faces) and be
accessible only from the accounts you
have selected in your  lists(friends,
family, school, etc). Thank you for

your trust!




6. Wait for CFAS to analyze the image you want to post

At this point, CFAS may detect sensitive, inappropriate or racist content and notify you.

N utoadyourpicture xRS —
9 X 0 x _to_fb_wall.php2fb_url=http: * >

# Apps

Let me check your
image before
publishing!

Please Wait

Family Advice Suite. 1 will analyse

your image to de

the |
(by bl

e only from the

Waiting for proxyencase.cut.ac.cy.

If any face is detected in the photo the following message appears

€>Cc o a X _to_fb_wall.php?fb_url=! * »
i Apps

| detected a face in the photo!

Let me check if the face is yours!

If the face is yours, CFAS asks you if you want to protect the photo.




€ > Cco a _to_fb_wall.php?fb_url=} encase % » @

This is a photo of you!

Do you want me to protect it using Steganography
techniques?

-

If you select “Yes”, then the photo is protected and the following link will appear on the
bottom of the site.

3pi/php/en/image_to_fb_wall.php?fb_url=https:-www.facebook.com-peter.encase

J
[ ]

Let me check your
image before

pubishing

By uploading the image you want to R
Who can see this image?
post on Facebook from this page, you

ensure your safety from many online Family
dangers with the help of Cybersafety

) R ) : School
Family Advice Suite. T will analyse
your image to detect sensitive or Friends
inappropriate content to keep you safe.
Additionally if you or other people are Age > 18

shown in the photo, the photo can be

protected (by blurring the faces) and be
accessible only from the accounts you
have selected in your lists(friends,

familv._school._etc). Thank vou for

The photo is now protected. To upload the protected photo on Facebook please

copy and paste this link to your Facebook wall:

me.jpg_locked.png_watermarked.pnghttps://bac cut.ac.cy:85/uploads/image.php?fb_url=hitps:--

www.facebook.com-peter.encase&img=me.jpg_locked.png_watermarked.png&perm=family

7. Copy the link




Q@

Create Post X

m Peter Encase
& Friends v

Ime.jpg_locked.png_watermarked.pnghttps://backendencase.cut.ac

-Cy:85/uploads/image.php?fb _url=https:--www.facebook.com-
peter.encase&img=me.ipg locked.png watermarked.png&perm=fa

mily

BACKENDENCASE.CUT.AC.CY
backendencase.cut.ac.cy

Add to Your Post

8. Create a new post on Facebook and paste the link in the post’s text area and click on

uPOSt"

*Accounts who are not selected to see your picture will see the following link instead of

your image.

[o Facebook x
€ 5 C O @ facebookcom

it Apps
0 Q Search Facebook

Peter Encase
COVID-19 Information Center
Find Friends

Pages

Groups

Marketplace

Watch

o 1new video

Events
Memories

Saved

20 0IOGFL D

<

See More

Privacy - Terms - Advertising - Ad Choices > - Cookies.

Facebook =

) Whats on your mind, Peter?

O Live Video (& Photorvideo

X Create Room * = G =

(M) Peter Encase
S 15m

Feeling/Activity

php?

me.jpg_locked.png_y
fb_uri=https:-www.facebook.com-
ipg_locked.png_y

=family

BACKENDENCASE.CUTAC.CY
backendencase.cut.ac.cy

o Like () Comment

) write a comment
Press Enterto post.

@0y Levtops Clearance Cy

% sponsored - @

> Share

[cRaRTRe)

% »

Qreer + © 8 °

Sponsored
~—
FREE Delivery & -
natureacyprus com
so
sa
e
Become a sperm donor
Contacts o Q

* Petros Papagiannis

gy Sawas Zamnetou
‘ Kostantinos Papadamou
d

gy Pantiisa Leonidou

# Markos Charalambous
d

e Eve Eve

a Bob Smith

‘5 Theodoros Christophides @




By clicking the link, it will lead them to the following site, where it is explained that the
image is protected by CFAS.

8 @ https;//encase-backend.c x [IE

€« >Cc o a i i php?fb_L Facebook com-peter. 1.jpg_locked.png_ TPCq1B2NBTLY 0s_zewHg3w... ¥ ® :

i Apps

The content of the picture is protected
by CyberSafety Family Advice Suite.

L 4 A
ey b_g_y ,mf&y, You do not have access to the content.

aNiTEpo BIOBIKIUO Via 10 Haisig

2.3.10 Example of Guardian Avatar notification to the child

€ 5 C O @ facebookcom * @@ i

# Apps

_ o

Q Eve Eve

D peter Encase reate Post
Englsh (US) - Espafiol ¥
& News Feed -] Portugués (Brasil) - Frangais (France) ‘ Petros Papagiannis
y fhat's on your mind, Peter? Deutsch
© essenger £ >
| Panagiotis lakovou
B3 watch oices B>
 varkeipiace CreateRoom (B PhotolVideo ¥ Tag Friends. ‘ R T ©
Explore Panteltsa Leondou 56
" Rooms Create -y
© COVID-19 Informar...
{ (‘\ Markos Charalamb... 17
[ Pages P&
Events " prmNETTI
© o ) Mo Your sy 8 e
© Funcraisers are a photo, video orwite something
Q Theodoros Chiisophi..
~ See More.
e Sheney Hoves g9 Sowas zametow 120
Shs@

hitps:/ipolits.com cyl.../se-ena-mina-dinontai-oi-adeies-59.../ Michael Sivianos

pup conversarions.

24 Create New Group

@ e .8 x

PoLITIS COMCY o
£& évar piiva Bivovta o1 GBeiEG 5G: Zekivé evnpepwIki
KapTtévia o KOKKIVOG A
002 2 Comments
Weoeesrsd =] Search

The picture above shows an example of the notifications that the Guardian Avatar can give
to the child while chatting with a Facebook user.

*In order not to expose the readers of this manual to inappropriate content, the text of this chat that
expresses cyberbullying is replaced with the text “I!I11l”,




lv (2) Home / Twitter
€« > C o0

i Apps

Cybersafety Family
te believes
that the account

TheRock on Twitter is
spam

@ twitter.com/home

™) peterencase
S @EncasePeter

Home %

Home sy 9
Qs 20 [V &
Explore T2 Stephanie Abrams Retweeted
The Weather Channel & @weatherchannel - 1h
Alow pressure system taking shape in the South will become a strong stor

Notifications in the East by Monday.

Here's the latest rain, snow and wind forecast: weather.com/forecasi/regio.
Messages ’

FIEEEY Monday

Bookmarks

Lists

Profile
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child while scrolling on twitter.
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child while watching a disturbed video on YouTube.




